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allow unconfined t postgresql db t:file {getattr};
allow postgresql t postgresql db t:

file {read getattr ioctl write};

TE(Type Enforcement)

7

allow unconfined t postgresql t:process {signal};

[T~

U can Change. Copyri ght (C) 2006, NEC Corporation




XATTR

« XATTR=eXtended ATTRribute( )
#include <stdio.h> kaigai
users
int main(){ 0755
puts("hello world!"); 123byte
} ;% 10/28 10:11:22
hello.c i

. security.selinux |
___=[user_u:object r:user home_t:sO |
system.posix_acl access
= u:rw-:ymj

(XATTR)
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XATTR (2.6.18 )

. /WS
— Ext2, Ext3, XFS, ReiserFS, JFS
o 2.6.18
— JFFS2 |
* Flash—-ROM FS
— NFSv3, NFSv4, CIFS ( POSIX-ACL )
— FUSE

U can Change. Copyright (C) 2006, NEC Corporation




« XATTR/JFFS2

 XATTR/JFFS2

U can change. Copyright (C) 2006, NEC Corporation




JFFS2

P
EraseTBIock \  Flash—-ROM

: v' MTD
v

v

 JFFS2
v MTD

Erase Block

U can Change- Copyright (C) 2006, NEC Corporation

()

10
Erase Block



JFFS2

()

CRC
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JFFS2 NODETYPE INODE ¥
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version 1 version 2 version 3
. = version
* inode version
. version
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Erase Block
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ino=123 ino=12 ino=123
version=1 version=2 version=3

Erase Block Summary

-
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— Flash—-ROM

— Super Block
— CRC

— FS
« EBS(Eraseblock Summary Support)
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« XATTR

JFFS2 NODETYPE XATTR JFFS2 NODETYPE_XREF
32bit 32bit
+0 | JFFS2_MAGIC BITMASK |JFFS2_NODETYPE_XATTR +0 | JFFS2_MAGIC BITMASK | JFFS2_NODETYPE_XREF
+4 Total Length +4 Total Length
+8 Header CRC Code +8 Header CRC Code
+12 XID(XATTR ldentifier) +12 inode
+16 Version +16 XID(XATTR ldentifier)
+20 | xprefix |Name Len Data Len +20 xsegno(XATTR Sequencial Number)
+24 Data CRC Code +24 Node CRC Code
+28 Node CRC Code
Delete Marker
XATTR Name/Value pair
Name Len
+ Data Len
+1
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XREF
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XREF
ino=160
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XREF
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\_ XID=60 )

XID=80
security.selinux =
system_u:object r:shadow t:sO
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* Inode xattr N:M

— Xattr name/value Inode
— /

— SELInux (security.™)
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XATTR on JFFS2 ( )

. ™
Jffs2 xattr datum

XID=123, version=8

xname
/xvalue

Name/Value
security.selinux =

system _u:object r.... \_\
S
A 4 % A

jffs2 raw _node ref jffs2_raw _node ref jffs2_raw_node ref

offset next_in_ino/ offset next_in_ino/ offset |next.in ino

jffs2_raw xattr

node

XID=123 XID=123" XID=123
version=8 version=7 version=6

ystem u:object r: system u:object r... system u:object r:
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s A
Jffs2 xattr ref

jffs2_inode_cache Jffs2 xattr datum

— iC xd —]

ino=321 node XID=123

jffs2 raw_node ref jffs2_raw _node ref jffs2_raw_node ref

offset next_in_ino/ offset next_in_ino/ offset |next.in ino

Jffs2_raw xref

ino=321 ino:321\/ ino=321
XID=123 XID=123 XID=123

xsegno=1020 xseqno=1018 xsegno=1016
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jffs2_inode_cache
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node

jffs2_raw_node ref

/ offset

offset |next.in_ino

7

-

xref //>[jff52_xattr_ref
5 ___ref

r ref

T

-

jffs2_raw _node ref

(.
jffs2_raw_node ref

next_in_ino/

/

offset

next in_ino

ino=321

version=8
system_u:object r:
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jffs2_raw inode

N\

versio
system u:o

ino=321

n=7
bject r:
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getxattr(file, xname, buffer, size)

VFS U N
vis_getxattr(dentry, xname, buffer, size)
inode operation->getxattr

generic_getxattr(dentry, xname, buffer, size)

do_jffsz_getxattr(inodé, xprefix, xname, buffer, size)

}

i i Xxname
[ jffs2_inode_cache } Name/Value
v
[ jffs2 xattr ref } ={ jffs2 xattr ref } ={ jffs2 xattr ref } --------------- >

Jffs2 xattr datum Jffs2 xattr datum Jffs2 xattr datum
Name/Value Name/Value Name/Value
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. N
jffs2_inode_cache

or
Jffs2_xattr_datum
or

Jffs2_raw Jffs2_raw Jffs2_raw
_node ref _node ref _node ref
jffs2_xattr ref
Jffs2_raw Jffs2_raw R 292777
_node ref _node ref |-~ L /\L
/
- inode/xattr/xref
Jffs2_raw W
_node ref |-~

struct jffs2_raw node ref

G
R S“ 56&0 {
e struct jffs2 raw node ref *
next_ in_ino;
uint32_t flash offset;
+ L~
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jffs2_inode _cahe Jffs2 xattr datum Jffs2 xattr ref
void *always_null; void *always_null; void *always_null;
struct jffs2_raw_node_ref *nodes; struct jffs2_raw_node_ref *nodes; struct jffs2_raw_node_ref *nodes;
u8 clz}\ss; u8 flags; ulé state; u8 cllgss; u8 flags; ul6é xprefix; u8 clgss; u8 flags; ul6 unused;
u32 ino; u32 xseqno;

« |Jffs2 raw node ref

— class
— 32bit state 16bit

-~ Jffs2_inode_cache Jffs2_xattr_ref
(+4byte)
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version

EBS(Erase Block Summary)

| Erase Block
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Jffs2 xattr datum | unload xattr datum() | jffs2 xattr datum
(Loaded ) I< ——| (Unloaded )
|
Name/Value load xattr datum()
do verify xattr datum() e ~N
L] XATTR
s B
Jffs2 xattr datum .o Iffs2_sum xattr flush " jffs2 sum xref flush
(unverified ) 2 nodetype . nodetype
. XATTR (16bit)
: XID offset
+ XID(32bit) " "
* version (32hbit) :
-+ offset(32bit) 10 version
. 32bit
(32bit) offset
+14
totlen
+18
N /
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. ( revision.5)
— Xxattr_datum, xattr ref
— Oxff
— NAND
* "delete marker" (revision.6)
— XATTR
— XATTR
« XATTR
. XATTR " ¥
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()

« XATTR
— iInode XATTR
XATTR
« XREF
JFFS2 N PE_XATTR
[ 0 /I%/\
@ JFFS2
[ JFFS2_NODETYPE_XREF } XATTR XREF
with
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()

PY XA R 11 11
ino=200 1. inode XATTR(XID=123)
name="security.selinux" 2 XATTR
value="system u...."
3. Name/Value
TR NO Ino/xid XREF
Name/Value 4/\
version
YES y |
(XID=123) (XID=123) (JFFSZ_NODETYPE_XATTR XREF version
< | (XID=123) " "
JFFS2 NODETYPE XREF
(ino=200, XID=123)
xseqno/31bit
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David Woodhouse

« |ffs2 raw node ref (16byte - Sbyte)

~+ jffs2_inode_cache

— Inode/ xattr/xref
v
inode xattr, xref} ' '
David
Woodhouse
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()

jffs2 reserve space()

jffs2_garbage_ | . }?
[ collect pass() | | > ) R~
@jfst_garbage_coIIect_trigger() Cj ﬁ

4 )

[Garbage CoIIector} jffs2_inode_cahe

jffs2_gcd_mtdO o
G _QT _mtd0) jffs2_xattr_datum

or
kernel thread()

L jfst_xattr;xref )
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offset
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jfis2raw | )
noderef | | T
@ > inode e
XATTR
[ic/ xd/ xref}
l J
. Yes R Yes jffs2_garbage _collect xattr datum()
I i ey " Latest? save xattr datum()
XATTR
l NoO No
: Yes _ Yes jffs2_garbage _collect xattr ref()
i 2 T " Latest? save xattr ref()
XREF
l NoO No
e _ ™ v
jffs2_garbage _collect live() R~
JFFS2 NODETYPE_INODE — version
JFFS2 NODETYPE DIRENT !
N J
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()

Jffs2 xattr datum
jffs2 xattr ref } free

jffs2 free_jeb node refs()
XID=100 jffs2_xattr_datum (Erase Block )
version=4 Garbage
jffs2_raw Erase Block
node ref
XID=100
version=6 _
inode XATTR
jffs2_xattr_datum [ IC/Xdlxref}
XID=100 XID=100
version=9 (JFFS2 XFLAGS DEAD)) Yes
(Latest) I @ Jffs2_release xattr datum()
XREF No
Yes
XID=100 jffs2 _release xattr ref()
version=5 No
jffs2_del_ino_cache()

Copyright (C 2006, NEC Corporation



()

Jffs2 xattr datum
Jffs2_xattr ref

}

_
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free
jffs2 free_jeb node refs()
(Erase Block )
jffs2_raw Erase Block
free _node ref
L |
| inode XATTR
N ™\ 1
Jffs2_xattr_datum [ |c/xdlxref]
XID=100
(JEES2 XFLAGS DEAD) Yes
== @ jffs2_release xattr_datum()
XREF No
Yes
@ jffs2 release xattr ref()
No

jffs2_del_ino_cache()
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« XATTR Name/Value

#define XATTR_NAME MAX 255
#define XATTR_SIZE_MAX 65536
— XATTR/JFFS2 EraseBlock
NOR-Flash 64KB-128KB NAND Flash 8KB-16KB
— XATTR
« SELinux POSIX-ACL 100byte
e Ext2/3 XATTR Block-Size (4Kbyte)
—  Ext2/3
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2.6.18 XATTR/JFFS2

projects / linux/kernel/git/torvalds/linux-2.6.git / commit

2.6.18 JFFS2/XATTR

summary | shortlag | 1od | cammit | commitdiff | tree

[JFFS2][XATTR] XATTR support on JFFS2 (version. 5)

author KaiGai Kohei <ksigai@ak jp.nec.com=
Sat, 13 May 2006 06:03:47 +0000 {1509 +0300)
committer  KaiGai Kohei <kaigai@akjp.nec.coms=
Sat, 13 May 2006 06:03:47 +0000 {1509 +0300)
cammit aa98d7cES9bsb0764d3 0266205348955 5Eaf2fe
tree ed98ed3fiet%ebelalllZiodal oddd0419e599749 tree
parent 4992a%e33856b0c5ebo3d2Teb 7440544037 5ecea  sommit | zommitdiff

FFSZ]=ATTR] =ATTR support on JFFS2 dvarsion. &)

Thiz attached patches provide xattr support including POSK-ACL and
SELinux support on JFFS2 (version.a).

There are some significant differences from previous version posted
atlast December.

The higgest change is addition of EBS(Erase Block Summand support.
Currently, both kernel and ugermode utility (sumtool) can recognize
wattr nodes which have JFFS2_MNODETYPE_SATTRI_XREF nodetype.

In addition, some bugs are fixed.

- A potential race condition was fixed.

- Unexpected fail when updating a xattr by same namefvalue pairwas fixed.
- A bug when removing xattr nameivalue pair was fixed.

The fundamental structures (such as using two new nodetypes and exclusion
mechanism by rsem) are unchanged. But mast of implementation were reviewed
and updated if necessary.

E=pacially, we had to change several internal implementations related to
load_xattr_datum to avoid a potential race condition.

[152] xattr_on_jffz2 kernel version-9.patch
[2r2] wattr_on_jffs2 utils version-5.patch

Signed-off-by: KaiGai Kohei =kaigai@ak. jp.nec.coms=
Signed-aff-bry: David Woodhouse =dwrw2@infradead.org=
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[JFFS2] [ XATTR] Fix memory leak in POSIX-ACL support
[JFFS2] [ XATTR] Fix xd->refcnt race condition

[JFFS2] [ XATTR] coexistence between xattr and write ...
[JFFS2] [ XATTR] Fix wrong copyright

[JFFS2] [ XATTR] Re-define xd->refcnt as atomic t
[JFFS2] [ XATTR] Fix memory leak with jffs2 xattr ref
[JFFS2] [ XATTR] rid unnecessary writing of delete marker.
[JFFS2] [ XATTR] Fix ACL bug when updating null xattr ...
[JFFS2] [ XATTR] using 'delete marker' for xdatum/xref ...
[JFFS2] [ XATTR] Fix obvious typo

[JFFS2] [ XATTR] Handling the duplicate JFFS2 NODETYPE ...
[JFFS2] [ XATTR] remove redundant pointer cast in acl.c
[JFFS2] [ XATTR] remove ' _KERNEL_' from acl.h

[JFFS2] [ XATTR] remove senseless comment

[JFFS2] [ XATTR] Unify each file header part with any ...
[JFFS2] [ XATTR] '#include <linux/list.n>" was added ...
[JFFS2] [ XATTR] Remove jffs2 garbage collect xattr(c, ic)
[JFFS2] [ XATTR] Remove 'struct list_head ilist' from ...
[JFFS2] [ XATTR] Add a description about c—>xattr sem
[JFFS2] [ XATTR] remove typedef from posix_acl related ...
[JFFS2] [ XATTR] XATTR support on JFFS2 (version. 5)
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kernel: 2.6.16-0z + KaiGal
Policy: SPDL(Simplified Policy)
libselinux, libsepol, Zsbin/init, busybox
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OLPC(One Laptop Per Child)

— Digital Divide
— Linux
« $100PC
— 100 X
— 512MB Flash-ROM + JFFS2
— SELinux
O-day
e SELinux JFFS2 XATTR
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e JFFS2 POSIX-ACL
— Ext2/3 POSIX-ACL
— JFFS2 XATTR name/value

* busybox SELinux

— chcon, setsebool, setenforce

— Reference Policy
— attribute
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Any Question?
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 Revision.1 '05/08/23

— XATTR/JFFS2 GC
 Revision.2 '05/09/07

— XATTR GC
 Revision.3 '05/09/28

— Revision.2
 Revision.4 '05/12/28

— Posix-ACL 2.6.14 XATTR
 Revision.5 '06/05/09
— EBS(Erase Block Summary)
— qit
Revision.6 '05/06/24
— "Delete Marker"
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